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CHAIR’s
FIRST DRAFT PROPOSAL
CMM 06-2017
Conservation and Management Measure for the Establishment of the 
Vessel Monitoring System in the SPRFMO Convention Area

The Commission of the South Pacific Regional Fisheries Management Organisation;

RECALLING the relevant provisions of the Convention on the Conservation and Management of High Seas Fishery Resources in the South Pacific Ocean, in particular Articles 25 (1)(c) and 27 (1)(a);

NOTING the importance of the vessel monitoring system as a tool to effectively support the principles and measures for the conservation and management of fisheries resources within the Convention Area;

MINDFUL of the rights and obligations of Commission Members and Cooperating non-Contracting Parties (CNCPs) in promoting the effective implementation of Conservation and Management Measures (CMMs) adopted by the Commission;

FURTHER MINDFUL of the key principles upon which the vessel monitoring system is based, including the confidentiality and security of information handled by the system, and its efficiency, cost-effectiveness and flexibility;

ADOPTS the following CMM to provide for the implementation of the SPRFMO Vessel Monitoring System: 
A COMMISSION VESSEL MONITORING SYSTEM 
1. The Commission Vessel Monitoring System (“Commission VMS”) shall be activated on 3 February 2018. 
2. The Commission VMS shall cover the area as defined in Article 5 of the Convention on the Conservation and Management of High Seas Fishery Resources in the South Pacific Ocean and have a buffer zone of 100 nautical miles outside the Convention Area. 
DEFINITIONS
3. For the purposes of interpreting and implementing these procedures, the following definitions shall apply:
a) “Convention” means the Convention on the Conservation and Management of High Seas Fishery Resources in the South Pacific Ocean;
b) “Convention Area” means the Area to which this Convention applies in accordance with Article 5 of the Convention;
c) “Commission” means the Commission of the South Pacific Regional Fisheries Management Organisation established by Article 6 of the Convention;
d) “Automatic Satellite Position Device/Automatic Location Communicator” (ALC) means a near real-time satellite position fixing transceiver;
e) “Commission VMS” means the SPRFMO Vessel Monitoring System that is established under this CMM; 
f) “Member/CNCP VMS” means the domestic Vessel Monitoring Systems that each Member and CNCP are obliged to develop in accordance with this CMM;
g) “Fisheries Monitoring Centre” (FMC) means the government authority or agency responsible for managing VMS for its flagged fishing vessels. 
PURPOSE
4. The purpose of the Commission VMS is to continuously monitor the movements and activity of fishing vessels that are on the Commission Record of Vessels and are authorised by flag States to fish for fisheries resources in the SPRFMO Convention Area in a cost-effective manner in order to, inter alia, support the implementation of SPRFMO CMMs. 
APPLICABILITY
5. The Commission VMS shall apply to all fishing vessels as defined in Article 1 (1)(h) of the Convention. The system shall operate on a permanent basis, or until decided otherwise by the Commission, in the area defined in paragraph 2 of this CMM. 
6. Any Member or CNCP may request, for the Commission's consideration and approval that waters under its national jurisdiction be included within the area covered by the Commission VMS. Necessary expenses incurred in the inclusion of such area into the Commission VMS shall be borne by the Member or CNCP that made the request.
NATURE AND SPECIFICATION OF THE COMMISSION VMS
7. The Commission VMS shall be administered by the SPRFMO Secretariat under the guidance of the Commission.
8. Data collected by the Commission VMS shall be securely stored by the Secretariat for at least three years and shall be used by the Members and CNCPs to achieve compliance with CMMs. VMS data may also be used by the Scientific Committee for analysis to support specific scientific advice requested by the Commission for sound fisheries management decision-making in the Convention Area.
9. Without prejudice to the principle of flag State responsibility, each Member and CNCP shall require vessels flying its flag to report VMS data automatically either: 
a) to the Secretariat via their flag State's FMC; or
b) simultaneously to both the Secretariat and its FMC.
10. Each Member and CNCP shall notify the Executive Secretary of its chosen means of reporting (option (a) or (b) under paragraph 9) before the Commission VMS is activated.
11. All Member and CNCP fishing vessels required to report to the SPRFMO Commission VMS shall use a functioning ALC that complies with the Commission’s minimum standards for ALCs in Annex 1.

12. All Members, CNCPs and the Secretariat shall manage VMS data in accordance with the Security and Confidentiality Requirements in Annex 2 of this CMM.
PROCEDURE FOR MANUAL REPORTING
13. In the event of failure of automatic reporting, the procedure outlined in Annex 3 of this measure shall apply. 
MEASURES TO PREVENT THE TAMPERING OF ALCS 

14. It shall be prohibited to destroy, damage, render inoperative or otherwise interfere with the ALC unless the competent authorities of the Flag State have authorised its repair or replacement.

15. Where a Member or CNCP has reason to suspect that an ALC does not meet the requirements of Annex 1, or has been tampered with in any way, it shall immediately notify the SPRFMO Secretariat and:
a. in the event that the ALC is installed onboard a vessel flying the flag of another Member or CNCP, the Member or CNCP shall notify the flag State of the vessel concerned;
b. in the event the vessel is flagged to the Member or CNCP, it shall: 
i. investigate the suspected breach of this measure as soon as possible; 
ii. depending on the outcome of the investigation, if necessary suspend the vessel from fishing until an ALC that meets the specifications outlined in Annex 1 is operational onboard the vessel; and
iii. communicate actions taken to the Commission, including the outcome of the investigation.

16. Until 1 January 2020, Members and CNCPs may continue to install and use ALCs, whether sealed by the manufacturer or not, on board vessels flying their flag which fulfill the conditions of Annex 4 of this CMM.  
17. Where Members or CNCPs decide to authorise the use of ALCs that have not been sealed by the manufacturer, that Member or  CNCP shall ensure that:
a. the ALC is secured with official, individually identifiable seals issued by the flag State, and that those seals are applied to any bridge or antennae component that alone, or in conjunction with another component, transmits data. A bridge component means any hardware connected to an antennae component necessary for the function of the ALC; and
b. the flag State issuing such official seals shall maintain a registry of all seals issued to any vessel flying its flag which records the:
i. unique reference number of each seal issued to each vessel flying its flag; and
ii. details of any replacement seals issued to any vessel flying its flag, in particular the date the replacement seal was issued and installed, and the  circumstances leading to the replacement of any seals.
18. By no later than 1 January 2020, Members and CNCPs shall only approve the installation and use of ALCs on board vessels flying their flag which are sealed by the manufacturer and prevent unauthorised access to internal components and interference with default configurations, and that fulfil the conditions of Annex 4 of this CMM.

19. Members and CNCPs shall report on their implementation of paragraphs 16 or 17, as applicable, through the Implementation Report of paragraph 5 of CMM 10-2017, including the brand, model, features and identification of the ALC approved for use for each vessel flying its flag. 

20. Nothing in this measure shall prevent a Member or CNCP from applying additional or more stringent measures to prevent tampering of ALCs onboard vessels flying its flag.  

USE AND RELEASE OF VMS DATA REQUIRING THE PERMISSION OF THE FLAG STATE

21. All requests for access to VMS data must be made to the Secretariat by electronic means. Requests for VMS data must be made by a VMS Point of Contact of paragraph 7, Annex 2, of this CMM, or an alternative contact nominated by the VMS Point of Contact in accordance to the procedure of Annex 5 of this CMM. Other than the specific purposes of paragraphs 23-29 of this CMM, the Secretariat shall only provide VMS data to a requesting Member or CNCP where the VMS data relates to vessels flagged to other Members or CNCPs that have provided written consent through their VMS Point of Contact for the data to be shared. The Secretariat shall only provide VMS data in strict adherence to the security and confidentiality requirements at Annex 2 of this CMM. 

22. A Member or CNCP may request VMS data for their own flag vessels from the Secretariat.
USE AND RELEASE OF VMS DATA NOT REQUIRING THE PERMISSION OF THE FLAG STATE
23. Upon request of a Member or CNCP, the Secretariat shall only provide VMS data without the permission of the flag Member or CNCP for the purposes of:

a) planning for active surveillance operations and/or inspections at sea; 
b) active surveillance operations and/or inspections at sea;
c) supporting search and rescue activities undertaken by a competent Maritime Rescue Coordination Centre (MRCC) subject to the terms of an Arrangement between the Secretariat and the competent MRCC;
d) maintaining situational awareness of [high seas] areas adjacent to and not more than 100 nautical miles from their exclusive economic zones (EEZs); 
e) maintaining situational awareness in waters under a Member or CNCP’s national jurisdiction.
 
24. For the purpose of implementing Paragraph 23 a) and b):

a) each Member or CNCP shall only make available such VMS data to their authorised inspectors, and any other government officials for whom it is deemed necessary to access the data;
b) VMS data shall be transmitted by the VMS Point of Contact of the Member or CNCP to the inspectors and government officials in charge of the operations referred to in paragraph 23;
c) Members and CNCPs shall ensure that such inspectors and government officials keep the data confidential and only use the data for the purposes described in paragraph 23.  
d) Members and CNCPs may retain VMS data provided by the Secretariat for the purposes described in paragraph 23 until 24 hours after the vessels to which the VMS data pertain have departed from the SPRFMO Convention Area.
e) Members and CNCPs’ authorised inspectors and government officials authorities may retain VMS data provided by the Secretariat for the purposes described in paragraph 23 for longer than the periods specified in paragraph 24 (d) only if it is part of an investigation, judicial or administrative proceeding of an alleged violation of the provisions of the Convention, any conservation and management measures or decisions adopted by the Commission, or domestic laws and regulations. Members and CNPCs shall inform the Secretariat of the purposes and expected timing of the additional period of data retention. 

25. For the purpose of paragraph 23(a), Members and CNCPs requesting VMS data shall provide the Secretariat the geographic area of the planned surveillance and/or inspection activity. In this case, Members and CNCPs authorised inspectors and government officials shall advise the Secretariat at least 48 hours in advance of the commencement of MCS activities in the notified geographic area of the high seas areas of the Convention Area. In the event that the MCS activities will no longer take place or if the notified geographic area of the high seas has changed, the Secretariat will be notified at least 48 hours in advance.

26. For the purpose of paragraph 23(b), the Secretariat shall provide VMS data from the previous ten days, for vessel detected during surveillance, and/or inspection activity, and contemporaneous VMS data for all vessels within 100nm of the surveillance and/or inspection activity location. Members and CNCPs conducting the active surveillance and/or inspection activity shall provide the Secretariat with a report including the name of the vessel or aircraft on active surveillance and/or inspection activity. This information shall be made available without undue delay after the surveillance and/or inspection activities are complete.

27. For the purpose of paragraph 23(c), upon the request of a Member or CNCP, the Secretariat shall provide VMS data without the permission of the flag State for the purposes of supporting search and rescue activities undertaken by a competent Maritime Rescue Coordination Centre (MRCC) subject to the terms of an arrangement between the Secretariat and the competent MRCC. The Member or CNCP requesting the information shall ensure that the data will only be used only for the purposes described in this paragraph.

28. Paragraphs 23 to 22 shall be reviewed by the Commission when the Commission adopts a specific SPRFMO high seas inspection regime.

USERS ACCESS TO THE SPRFMO VMS OTHER THAN THE SECRETARIAT STAFF 

29. As a general rule, user access to the SPRFMO VMS system shall be provided only to the SPRFMO Secretariat staff members. The only exception shall be when such access may be securely restricted by the Secretariat to Member and CNCP authorized VMS points of contact for the purposes, and within the constraints, covered in paragraphs 23-27. A Member or CNCP wishing to have user access to the SPRFMO VMS for such purposes shall request SPRFMO VMS user access to the Secretariat in accordance with the procedure of Annex 5. 

REVIEW

30. At each annual meeting, the Secretariat shall provide the Commission with a report on the implementation and operation of the Commission VMS.

31.  The Commission shall conduct a review of the implementation of the Commission VMS at its annual meeting in 2019 and shall consider its efficiency and effectiveness and consider further improvements to the system as required.

FINAL PROVISIONS

32. Section 3 on Vessel Monitoring System data of CMM 02-2017 is deleted. 

Annex 1
Minimum Standards for Automatic Location Communicators (ALCs) 
used in the Commission Vessel Monitoring System
1. The ALC shall continuously, automatically and independently of any intervention on the vessel communicate the following data when operating in the area defined in paragraph 2 of this CMM:
a) ALC static unique identifier;
b) the current geographical position (latitude and longitude) of the vessel; 
c) the date and time (expressed in Coordinated Universal Time, UTC) corresponding to the position of the vessel in paragraph 1 b); 
2. The data referred to in paragraphs 1 b) and c) shall be obtained from a satellite-based positioning system. 
3. ALCs fitted to fishing vessels must be capable of transmitting data at least every 15 minutes. 
4. The data referred to in paragraph 1 of this Annex shall be received by the Commission within an interval determined by the Commission.
5. The flag Member or CNCP shall ensure that its FMC receives VMS positions at least with the frequency adopted according to this CMM and shall be able to request the VMS information at a higher frequency.   
6. Under normal satellite navigation operating conditions, positions derived from the data forwarded must be accurate to within 100 square metres.
7. The ALC and/or forwarding service provider must be able to support the ability for data to be sent to multiple independent destinations.

Annex 2
Security and Confidentiality Requirements
SECURITY PROVISIONS APPLICABLE TO ALL MEMBERS, CNCPS AND THE SECRETARIAT
1. The provisions of this Annex shall apply to all VMS data received pursuant to CMM 06-2017 (Commission VMS).
2. VMS data from vessels operating within the SPRFMO Convention Area shall be treated as confidential information.
3. All Members, CNCPs, the Secretariat and the Commission’s VMS vendor shall ensure the secure treatment of VMS data in their respective electronic data processing facilities, in particular where the processing involves transmission over a network. 
4. All Members, CNCPs and the Secretariat shall implement appropriate technical and organisational measures to protect reports and messages against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, and against all inappropriate forms of processing. The following features shall be mandatory:
a) System access control: the system has to withstand a break-in attempt from unauthorised persons.
b) Authenticity and data access control: the system has to be able to limit the access of authorised parties to only the data necessary for their task, via a flexible user identification and password mechanism.
c) Communication security: VMS data must be securely communicated. Communication between Members, CNCPs and the Secretariat for the purpose of CMM 06-2017 shall use secure Internet protocols SSL, DES or verified certificates obtained from the Secretariat.

d) Data security: All VMS data that enter the system must be securely stored for the required time, and will not be tampered with.
e) The Secretariat shall design security procedures to address access to the system (both hardware and software), system administration and maintenance, backup and general usage of the system. 
5. Each Member, CNCP and the Secretariat shall nominate a security system administrator. The security system administrator shall review the log files generated by the software for which they are responsible, properly maintain the system security for which they are responsible, restrict access to the system for which they are responsible as deemed needed and, in the case of Members or CNCPs, also act as a liaison with the Secretariat in order to solve security matte
6. The Secretariat shall take all the necessary steps to ensure that the requirements pertaining to the deletion of VMS data handled by the Secretariat are complied with.
7. Each Member and CNCP shall designate a primary and secondary Point of Contact for the purposes of any communication regarding the VMS system (“VMS Point of Contact”). It shall transmit the name of the individual or office holder, email and any other contact information for its Points of Contact to the SPRFMO Executive Secretary no later than 180 days after the conclusion of the annual Commission meeting in 2017. Any subsequent changes to the contact information shall be notified to the SPRFMO Executive Secretary within 21 days after such changes take effect. The SPRFMO Executive Secretary shall promptly notify Members and CNCPs of any such changes.
8. The SPRFMO Executive Secretary shall establish and maintain a register of Points of Contact based on the information submitted by the Members and CNCPs. The register and any subsequent changes shall be published promptly on the Members only area of the SPRFMO website.
9. The Secretariat shall inform all Members and CNCPs of the measures taken by the Secretariat to comply with these security and confidentiality requirement provisions at the annual meeting following the establishment of the Commission VMS. Such measures shall ensure a level of security appropriate to the risks represented by the processing of VMS data.

ADDITIONAL SECRETARIAT SECURITY STANDARDS FOR THE USE OF THE COMMISSION VMS
10. The following features are the mandatory requirements for the Secretariat’s staff use of the Commission VMS:
a. Staff will be provided with only the keys, passwords and combinations required for them to undertake their direct work functions and access recreational facilities.
b. A key register is maintained by the Officer Manager as well as secure storage of spare keys.
c. Staff are responsible for the integrity of their workplace security and common entry and exit doors. Office doors should be locked after hours when staff are away from their workplaces as well as windows. Doors other than the main entry door should be locked when not in immediate use.
d. Staff are to check their rooms and the premises as they leave the main office or any of the other buildings to ensure all windows and doors are properly secured. Special checks at the end of each work day will be undertaken by the Executive Assistant and Office Manager.
e. Keys, passwords and combinations are to be kept secure.
f. Visitors to the Commission are required to register at reception and be issued with a visitor’s tag. Visitors, including family members are not to be permitted to move around the building unescorted.
g. Each user shall be assigned an unique user identification and associated password.  Each time the user logs on to the system he/she has to provide the correct password.  Even when successfully logged on, the user only has access to those and only those functions and data that he/she is configured to have access to.  
h. System security issues/events must be auditable by a third party at any time at the request of the Commission.
i. The Secretariat may develop these mandatory requirements in an internal document. 
11. The Secretariat shall develop electronic data and communication security procedures at the latest by 1 January 2020 based on the following key guidelines:
a. Establishing adequate disaster recovery plan and procedures.
b. Prevention of network compromise:
i. Only authorized users have access to the corporate network with ‘strong password’ policy in place. For the live website, all authorized users have assigned roles with pre-defined security levels.
ii. All corporate servers protected by proven firewall, antivirus and anti-spam solutions with real-time update policies activated. All network devices protected by anti-virus with live electronic updates.
iii. Logs of key software updates, mail protection (anti-spam), anti-virus, Internet and network events, together with special event alert monitors allow administrators to address any problem issues before they happen.
iv. Appropriate service level agreements (SLAs) are in place for outsourced support of critical systems and applications.
c. Prevention of data theft:
i. • Procedures to define ‘acceptable mobile device for SPRFMO use’ and restriction.
ii. • Automated procedures to keep all approved software ‘up-to-date’.
iii. • Staff training on prevention of data theft.
d. Prevention of data loss:
i. • An enterprise backup and recovery solution is in place with full backups of business data run daily, Monday to Friday, and stored offsite.
ii.  Staff training on storage of important business data in public folders or shared folders which get backed up. 
12. Submission of VMS data for the purpose of CMM 06-2017 shall use cryptographic protocols to ensure secure communications.
13. The Security System Administrator of the Secretariat shall review the log files generated by the software, properly maintain the system security, and restrict access to the system as deemed necessary.  The Security System Administrator shall also act as a liaison between the VMS Point of Contact and the Secretariat in order to resolve security matters.



































	



Annex 3

SPRFMO Rules on the manual reporting in the SPRFMO Convention Area.

1. In the event of non-reception of four consecutive, programmed VMS positions, and where the Secretariat has exhausted all reasonable steps[footnoteRef:2] to re-establish normal automatic reception of VMS positions, the Secretariat shall notify the Member or CNCP whose flag the vessel is flying.  That Member or CNCP shall then direct the vessel Master to begin manual reporting. [2:  The Member or CNCP, in coordination with the Secretariat and through communication with the vessel master as appropriate, will endeavour to re-establish normal automatic reception of VMS positions. If such efforts reveal that the vessel is successfully reporting to the Member or CNCP’s VMS (indicating that the vessel’s ALC hardware is functional), the Secretariat, in coordination with the Member or CNCP will take additional steps to re-establish automatic reporting to the Commission VMS. ] 

2. In accordance with the chosen means of reporting for VMS data of paragraph 10 of this CMM, the manual report shall be sent by the vessel to the Secretariat via their flag State's FMC, or simultaneously to both the Secretariat and its FMC as applicable.
3. Following the receipt of a direction from a Member or CNCP in accordance with paragraph 1 of this Annex, the vessel Master shall ensure the vessel manually reports its position every 4 hours. If automatic reporting to the SPRFMO VMS has not been re-established within 60 days of the commencement of manual reporting that Member or CNCP shall order the vessel to cease fishing, stow all fishing gear and return immediately to port in order to undertake repairs. 
4. The vessel may recommence fishing in the SPRFMO Convention Area only when the ALC has been confirmed as operational by the Secretariat. Four consecutive, programmed VMS positions must have been received by the Secretariat to confirm that the ALC/MTU is fully operational. 
5. The format for manual reports to be used is as below. Vessels are encouraged to use email as the primary means of communication and shall send these messages to vms@sprfmo.int. 
6. The standard format for manual position reporting in the event of ALC malfunction or failure shall be as follows:
a) IMO number (if applicable)
b) International Radio Call Sign
c) Vessel Name
d) Vessel Master’s name
e) Position Date (UTC)
f) Position Time (UTC)
g) Latitude (decimal degrees, to the nearest 0.01 degrees)
h) Longitude (decimal degrees, to the nearest 0.01 degrees)
i) Activity (Fishing/Transit/Transhipping)
7. Members and CNCPs are encouraged to carry more than one ALC when operating in the SPRFMO Convention Area in order to avoid the need to manually report if the primary ALC fails. 
8. The Secretariat shall publicise vessels that are reporting in accordance with this Annex 0n the SPRFMO Website. 









[bookmark: bookmark3]
Annex 4

Minimum Standards to prevent the tampering of 
Automatic Location Communicators (ALCs)

1. ALCs fitted to fishing vessels must be protected so as to preserve the security and integrity of data referred to in paragraph 1 of Annex 1 in accordance to the provisions of this Annex. 
2. ALCs must be of a type and configuration that prevent the input or output of false positions, are not capable of being over-ridden, whether manually, electronically or otherwise and are capable of detecting and transmitting satellite alerts in the case of a tampering event.
3. It must not be reasonably possible for anyone, other than the Fisheries Monitoring Centre (FMC), to alter any of the VMS data stored in the ALC, including the frequency of position reporting to the FMC.
4. Storage of information within the ALC must be safe, secure and integrated under normal operating conditions.
5. Any features built into the ALC or terminal software to assist with servicing shall not allow unauthorised access to any areas of the ALC that could potentially compromise the operation of the VMS.
6. The satellite navigation decoder and transmitter shall be fully integrated and housed in the same tamper-proof physical enclosure. 
7. In the case that the antenna is mounted separately from the physical enclosure, a single common antenna shall be used for both satellite navigation decoder and transmitter, and the physical enclosure shall be connected using a single length of unbroken cable to the antenna.
8. All ALCs shall be installed on vessels in accordance with their manufacturer's specifications and applicable standards.































Annex 5

Process for the use and release of VMS DATA 
1. [bookmark: _GoBack]A Member or CNCP wishing to have access to the SPRFMO VMS data for the purposes of paragraphs 21-27 and 29, shall forward a request to the Secretariat, through its VMS points of contact, in writing indicating the period of time covered by the request, the purpose(s) for which the request is submitted and specifying if the request is for the release of VMS data or access to the SPRFMO system as an external user. The request shall indicate the commitment from the Member or CNCP to respect the Security and Confidentiality requirements of Annex 2 of CMM 06-2017. The request must be submitted at least 5 working days in advance of the intended use except for the purposes of paragraphs 23 a) and 25 of this CMM.
Use and release of VMS data requiring the permission of the flag state 
2. For the purposes of paragraphs 21 and 22 of this CMM, the Secretariat shall forward the request to the VMS points of contact for which access to VMS data has been requested. The release of the VMS data from that Member or CNCP shall only be allowed if there is no objection from the Member or CNCP to granting the requested access within 30 days. 
3. Members and CNPCs may permit full or restricted access to their VMS data in accordance with paragraph 7 of this Annex and within the capacity of the Secretariat (and their contracted VMS vendor) to provide it, and without prejudice to any other additional restrictions indicated in their permissions in writing by Members or CNCPs for which VMS data access is granted upon its acceptance by the requesting Member or CNCP.
4. Member or CNCP shall only use the VMS data for the purposes indicated in the request and shall not disclose, forward the data in full or in part to any third party. Any additional restrictions for VMS data access established by Members or CNCP in accordance with paragraphs 3 and/or 6 of this Annex shall be also be complied with. 
Use and release of VMS data requiring the permission of the flag state 
5. For the purposes of paragraphs 23 to 27 of this CMM, the Secretariat shall inform the VMS points of contact for which access to VMS data has been requested of the submission of a request for VMS data, the requesting Member of CNPC, the purposes of the data use and the expected duration of the VMS data use. The Secretariat shall notify the relevant VMS points of contact when the requesting Member or CNPCs has ceased in the use of VMS data. 

User access to the SPRFMO VMS other than the Secretariat Staff 

6. For the specific case of external user access to the SPRFMO VMS system of paragraph 29 of this CMM, each time an external user Member or CNCP’s access to the SPRFMO VMS system is activated, the authorised user shall be assigned a unique user identification and associated password. Each time the user logs on to the system he/she must provide the correct password. Even when successfully logged on, the user shall have access to those, and only those functions and data that he/she is configured to have access to.

Restrictions

7. Member or CNCP access to the SPRFMO VMS data can be provided without restrictions or subject to certain restrictions regarding, inter alia, data availability:
a) Fleet restriction: data limited to certain fleets defined by flag;
b) Geographical restriction: data limited to defined geographic area;
c) Time restriction: data limited to defined time periods.
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