SPRFMO VMS Working Group - Anti-tampering procedures (Draft - Australia)
The SPRFMO 4 meeting report (Annex L, Report of the VMS Working Group) notes that: 
“Three Members have offered to lead particular VMS policy issues in the 2016 intersessional period in consultation with interested Members and CNCPs: 
· Australia will develop procedures to prevent tampering
· Chile will develop a policy for security, confidentiality and access requirements;
· New Zealand will develop a manual reporting policy in case of ALC failure.”

Proposed procedures to prevent VMS tampering
Australia has prepared draft VMS anti-tampering procedures based on measures adopted by other RFMOs, in particular the Indian Ocean Tuna Commission (IOTC) CMM 15.03; and the Commission for the Conservation of Antarctic Marine Living Resources (CCAMLR) CMM 10.04.   

Australia considers any VMS procedures considered by the working group would be suitable for insertion into Annex 1 of SPRFMO CMM 2.06 - Draft Minimum Standards for Automatic Location Communicators (ALCs) used in the Commission Vessel Monitoring System. Australia has inserted draft amendments for the working group’s consideration into this annex at Attachment A. 

General comments and issues for the working group to consider

Australia notes that the use of sticker seals is a widely used practice to detect and deter tampering of ALC units. However, Australia recognises that these seals are most effective when combined with a registration system – either maintained by flag States or centrally managed through an RFMO. We also suggest that the position of sticker seals be clearly prescribed in the procedure to ensure they appropriately seal target areas for tampering. We note that this has been an issue in other forums. Australia has incorporated this approach into its proposed procedure at Attachment A. 

Exploring alternative approaches to sticker seals has been previously raised by some members of the working group. Australia has considered alternative options and would welcome feedback on the following suggestions and any additional ideas from working group members:

· Introducing an ALC type-approval process for SPRFMO vessels which would provide a list of approved unit models with certain specifications. Australia notes the South Pacific Forum Fisheries Agency (FFA) type-approved process has been raised in the working group previously and suggests this could be an appropriate option for the working group to consider. For example, would it be possible to adopt the FFA type approval process or incorporate it into the SPRFMO VMS measure by reference?

· Useful anti-tampering features of FFA-approved ALC units can include transmission signals to indicate if the unit power has been turned off or if the antennae is blocked. 

· The current FFA list of approved ALC units also includes several models that are sealed by the manufacturer and are effectively tamper-proof as the units would break if opened. Australia considers that sticker seal requirements would be redundant for such models.  We welcome views on how/whether these units could be addressed in our measure, and also whether those specific units should be exempt from applying other measures, such as sticker seals. 

· Amending polling rate intervals in relevant CMMs to require more frequent transmission of ALC data. This would strengthen the integrity of ALC data by reducing the potential for data to be tampered with before transmission. Australia notes this may overlap with the policy Chile is developing concerning VMS data security. 

[bookmark: _GoBack]Australia has not drafted procedures for these alternative options at this stage but would appreciate comments from the working group if these options are supported and how best they may be accommodated in the draft procedures.  We also note that two other Members are developing policies that are relevant to the amendments we propose to make to Annex 1 of CMM 2.06 and we look forward to working together on these matters.

Based on feedback working group feedback, we will continue revising our proposal to present to the CTC and Commission in January 2017.


Attachment A
Draft amendments to SPRFMO CMM 2.06 Annex 1. 
Proposed new text in blue
Annex 1 
Draft Minimum Standards for Automatic Location Communicators (ALCs) used in the Commission Vessel Monitoring System
1. The provisions below shall apply to all Automatic Location Communicator (ALC) devices on board all vessels flying the flag of a Member and CNCP operating within the SPRFMO Convention Area.
2. The ALC shall automatically and independently of any intervention on the vessel communicate the following data: 
a. ALC static unique identifier; 
b. the current geographical position (latitude and longitude) of the vessel; 
c. the date and time (expressed in Coordinated Universal Time [UTC]) corresponding to the position of the vessel in paragraph 2 b); 
d. the course and speed of the vessel. 
3. The data referred to in paragraphs 2 b), c) and d) shall be obtained from a satellite-based positioning system. 
4. ALCs fitted to fishing vessels must be capable of transmitting data at an interval to be defined by the Commission. 
5. The data referred to in paragraph 2 shall be received by the Commission within an interval determined by the Commission. 
6. Fishing vessel masters, owners or their authorised representatives whose fishing vessel is subject to CMM 2.06 shall ensure that the ALC on board their fishing vessel transmits VMS data to the [Flag State/secretariat/VMS provider – noting this will be resolved at SPRFMO 5], in accordance with this standard while the vessel is in the Convention Area. Fishing vessel masters, owners or their authorised representatives shall ensure that: 
a. the ALC is not tampered with in any way; 
b. VMS data are not altered in any way; 
c. the antennae connected to the ALC is not obstructed in any way; 
d. the power supply of the ALC is not interrupted in any way; and
e. the ALC is not removed from the vessel except for the purposes of repair or replacement [insert reference to New Zealand’s provisions re ALC failure].
7. ALCs fitted to fishing vessels must be protected so as to preserve the security and integrity of data referred to in paragraph 2. 
8. Storage of information within the ALC must be safe, secure and integrated under normal operating conditions. 
9. Each Member or CNCP Flag State shall ensure that the vessel monitoring device(s) on board its vessels are tamper-resistant, that is, are of a type and configuration that prevent the input or output of false positions, and that they are not capable of being over-ridden, whether manually, electronically or otherwise. 
10. To this end, the ALC must have official seals [consideration is needed for whether these are issued by the relevant Flag State authorities or SPRFMO], individually identified with unique serial numbers, applied to any bridge or antennae component that alone, or in conjunction with another component, transmits data. A bridge component means any hardware connected to an antennae component necessary for the function of the ALC. 	Comment by Australia: As noted above, we consider that the use of seals would be most effective if it is managed through a registration system with unique serial numbers so it is evident when a seal has been replaced.  We seek your views on this – is there general support for a registration system? How do you consider this should be maintained? (flag state, by sprfmo).  Are there any additional validation techniques we should consider (eg providing registration numbers etc)?

We note that there may be other valid mechanisms that could be adopted here, and that seals may be only one option to mitigate the risk of tampering. we welcome your advice on other mechanisms that could be included instead of, or in addition to, seals.

further, noting that some manufacturers have successfully developed ALCs that are sealed, would it be possible to describe the specifications of those units and exempt these from requiring other tamper-resistant mechanisms?


11. The details of the ALC’s compliance with this paragraph shall be provided to the Secretariat in accordance with paragraph 2(u) of CMM 4.05, Annex 1.
12. It must not be reasonably possible for any individual to alter any of the VMS data stored in the ALC, including the frequency of position reporting to the FMC. 
13. The flag state shall ensure that its FMC receives VMS positions at least with the frequency adopted according to this CMM and shall be able to request the VMS information at a higher frequency. The FMC shall have the capacity of polling the information of each of its fishing vessels authorised in the SPRFMO Convention area. 
14. It shall be prohibited to destroy, damage, render inoperative or otherwise interfere with the ALC unless the competent authorities of the Flag State have authorised its repair or replacement. 
15. Any features built into the ALC or terminal software to assist with servicing shall not allow unauthorised access to any areas of the ALC that could potentially compromise the operation of the VMS. 
16. In the event that a Member or CNCP has information to suspect that an ALC does not meet the requirements of paragraph 2, or has been tampered with, it shall immediately notify the SPRFMO Executive Secretary and the vessel’s Flag State.
17. ALCs shall be installed on vessels in accordance with their manufacturer's specifications and applicable standards. 
18. Under normal satellite navigation operating conditions, positions derived from the data forwarded must be accurate to within 100 square metres. 
19. The ALC and/or forwarding service provider must be able to support the ability for data to be sent to multiple independent destinations. 
20. The satellite navigation decoder and transmitter shall be fully integrated and housed in the same tamper-proof physical enclosure. 
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